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Abstract: With the deep integration of artificial intelligence and biotechnology, the 
paradigm of genetic discrimination is undergoing a fundamental transformation. 
Rather than relying on specific genetic markers, AI systems may infer individuals’ 
underlying biological risks through proxy data. This emerging form of 
discrimination, conceptualized in this article as “Algorithmic Proxy Genetic 
Discrimination” (APGD), is predictive, opaque, and structural. However, China’s 
existing Personal Information Protection Law and fragmented antidiscrimination 
framework remain insufficient to address this problem. In addition, APGD raises 
profound ethical and social challenges. To mitigate these risks, this article proposes a 
tiered regulatory approach: (1) controlling the misuse of proxy variables at the data 
input stage; (2) strengthening transparency and auditing in algorithmic decision-
making; and (3) establishing an outcome-oriented mechanism for anti-discrimination 
liability and rights protection.   
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Introduction  

Genetic discrimination is a distinctive subtype of discrimination that has emerged primarily 
alongside advances in commercial DTC genetic testing and gene-editing technologies.1 This issue 
has become increasingly salient as DTC genetic testing has moved from a niche biomedical 
service to a rapidly expanding consumer market.2 According to industry reports, the global DTC 
genetic testing market was valued at approximately USD 2.17 billion in 2025 and is projected to 
reach approximately USD 11.02 billion by 2035.3 In fact, genetic discrimination is not a new 
phenomenon. The first case of genetic discrimination emerged in the late 1970s in the United 
States, particularly in private insurance and employment.4 Since then, many countries across 
Europe, Asia, and Oceania have successively enacted anti-discrimination laws to prevent such 
practices.5 For example, a civil service recruitment dispute in Foshan, Guangdong, in 2010, in 
which a candidate was disqualified for carrying the thalassemia gene and later filed an 
administrative lawsuit, is widely regarded as China’s first genetic discrimination case.6Following 
intense public and medical debate, the local government revised the physical examination 
standards in 2011, removing genetic testing for the thalassemia trait.7 This historical trajectory 
underscores a critical point: traditional genetic discrimination was relatively visible, and its direct 
association with physical biomarkers made the resulting injustice easier to identify and address 
through legal and policy reform.   

However, by the late 1990s, legal scholars had already begun to warn that the more serious 
threat in the future would lie beyond these visible forms of discrimination.8 For example, Susan 
M. Wolf argued that restricting access to physical DNA alone would not prevent “geneticism.”9 
Today, that warning has materialized through a technological pathway she could scarcely have 
foreseen. With the deep integration of AI and biotechnology, the paradigm of genetic 
discrimination has been fundamentally transformed.10 Rather than relying solely on visible 
physiological differences or specific genetic markers, AI systems combine electronic health 
records (EHR), behavioral data, and other proxy indicators to infer probabilistic risks relating to 
future illness, incapacity, or cost.11 In this process, individuals are no longer assessed primarily 
based on their present ability or actual conduct; they are sorted according to predicted biological 
risk.12    

To better understand this shift, consider an everyday scenario: During pre-employment 
screening, a healthy engineer might be flagged as “high risk” by an AI HR system based on his 
EHR or regional health data. The resulting disadvantage stems not from a manifested disease or 
identifiable genetic defect, but from a purely algorithmic inference regarding his future biological 
vulnerability.13 More importantly, the scenario has moved beyond the realm of theory; it is an 
emerging reality in the era of AI. As Anya Prince and Daniel Schwarcz have shown, even when 
the law prohibits algorithms from using protected traits such as race, gender, or genetic data, they 
may still maximize predictive power through “rational” proxy discrimination by relying on 
facially neutral variables correlated with those traits, regardless of discriminatory intent.14 In other 
words, genetic discrimination has not disappeared; rather, it is increasingly being reconstituted 
through AI-driven, big data–enabled forms of predictive screening — a practice I call “algorithmic 
proxy genetic discrimination” (APGD).   
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Current legal and theoretical scholarship has yet to adequately respond to this emerging 
threat. Substantial research has addressed traditional genetic discrimination, general algorithmic 
discrimination, and algorithmic proxy discrimination (APD), and legislative protections for 
genetic data, such as the Genetic Information Nondiscrimination Act of 2008 (GINA) in the United 
States, are already in place.15 However, existing scholarship has largely failed to address the 
intersection between algorithmic proxy mechanisms and genetic discrimination, leaving a critical 
regulatory gap. Properly identifying and resolving this new issue is crucial for the effective future 
regulation of this novel form of discrimination.16Although this Article draws upon the 
antidiscrimination frameworks of China and the United States as its primary analytical backdrop, 
the institutional challenges posed by APGD are inherently universal.17As such, the normative 
proposals and legal analysis developed herein offer highly relevant, forward-looking insights for 
global policymakers.   

Methodology  

This article adopts a doctrinal and conceptual legal analysis to frame “Algorithmic Proxy 
Genetic Discrimination” (APGD) as a distinct form of discrimination, rather than as a mere 
extension of traditional Genetic Discrimination (GD) or a simple subcategory of Algorithmic 
Proxy Discrimination (APD). It deliberately draws on literature on genetic discrimination, 
algorithmic fairness, and health data governance, selected because these bodies of scholarship 
most directly address the intersection between genetic risk, proxy inference, and data-driven 
decision-making. Empirical examples, such as the Obermeyer algorithm study, are used not as 
comprehensive empirical evidence, but as illustrative cases showing how proxy variables may 
reproduce forms of biological exclusion without relying on direct genetic testing. The legal 
analysis focuses on GINA, China’s Personal Information Protection Law (PIPL), and other 
selected policy materials because these instruments represent major comparative regulatory 
approaches to genetic information, health data, and algorithmic governance.   

Contributions and Structure of the Article  

This Article makes three main contributions. First, it identifies the regulatory gap created 
when AI systems infer genetic or biological risk through proxy variables without directly using 
genetic data. Second, it offers a conceptual innovation by defining “algorithmic proxy genetic 
discrimination” (APGD) as a distinct form of discrimination that bridges, yet differs from, 
traditional genetic discrimination (GD) and algorithmic proxy discrimination (APD). Third, it 
proposes a tiered doctrinal response that combines proxy-data control, algorithmic transparency 
and auditing, and outcome-based anti-discrimination liability.   

In this regard, this article proceeds as follows: Part II examines the paradigm shift from 
traditional genetic discrimination to algorithmic proxy genetic discrimination. It clarifies why 
APGD constitutes a distinct new category of discrimination, identifies its core characteristics, and 
examines the key driving forces behind its emergence. Part III analyzes the emerging challenges 
posed by APGD in the Chinese context, focusing on its ethical risks, legal loopholes, and broader 
social implications for multi-stakeholder governance and the balance between governance and 
innovation. Part IV proposes a tiered regulatory approach for addressing APGD. Finally, Part V 
concludes.   
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The Paradigm Shift from Genetic Discrimination to Algorithmic Proxy 
Genetic Discrimination  

   

APGD as a Distinct Form of Discrimination in the AI Era: Why It Is Not Merely a Subset of 
GD or APD.  

In this article, APGD is defined as a novel form of discrimination in which AI systems, 
without relying on physical genetic samples or formal genetic test results, mine and analyze an 
individual’s proxy data to infer underlying genetic traits or biological risks, thereby producing 
outcomes that are tantamount to genetic discrimination in effect. These algorithmic inferences are 
then used to subject individuals to unfair treatment in the allocation of essential socioeconomic 
opportunities, such as employment, insurance, and healthcare.18    

It is necessary to further clarify why APGD should be treated as an independent analytical 
category rather than subsumed under existing frameworks. First, APGD is doctrinally distinct 
from traditional Genetic Discrimination. Current legal regimes addressing genetic discrimination, 
with GINA being the most prominent example, generally confine protection to explicitly defined 
genetic information, such as DNA test results.19   

In other words, under 42 U.S.C. § 2000ff of GINA, traditional genetic discrimination is 
generally premised on the acquisition of substantive biological genetic data, such as DNA 
sequencing or chromosomal analysis.20 By contrast, the underlying logic of algorithmic proxy 
genetic discrimination (APGD) departs from this reliance on physical DNA, instead employing 
predictive algorithms to infer health risks from non-genetic proxy data. Therefore, if legal analysis 
rigidly adheres to the traditional GD framework, using GINA as an example, will the law 
inevitably be consigned to an institutional blind spot marked by regulatory failure and statutory 
silence? More specifically, should the definition of “genetic information” under GINA be 
reconsidered or modestly expanded to cover proxy data that can be used to infer genetic traits or 
biological risks?   

Second, APGD cannot be reduced to a subset of algorithmic discrimination and algorithmic 
proxy discrimination (APD). Algorithmic discrimination is the broader category under which APD 
falls;21APD is a specific mechanism within algorithmic discrimination, whereby algorithms 
reproduce discrimination based on protected social attributes through the use of proxy variables. 
More specifically, general algorithmic discrimination usually concerns how automated systems 
reproduce social bias, such as unequal treatment based on race, gender, age, disability, or 
socioeconomic status.22 At the level of algorithmic operation, APD focuses more specifically on 
how algorithms indirectly reproduce such bias through facially neutral proxy data.   

Although the framework of APD recognizes the use of neutral proxy data to reproduce bias, 
it remains primarily concerned with discrimination based on sociological attributes, such as race, 
gender, or socioeconomic status.23 However, it does not adequately account for a distinct form of 
harm arising from predictions about an individual’s future biological condition. Unlike APD, 
which focuses on relatively static sociological attributes such as race and gender, APGD seeks to 
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infer human biological vulnerability and the future probability of disease onset, treating genetic 
risk as a dynamic and probabilistic attribute of life and health.     

In addition, there is a critical divergence in the underlying ethical harms (Social Bias vs. 
Geneticism). APD tends to amplify entrenched social prejudices, such as the marginalization of 
vulnerable groups. APGD, however, triggers a far more profound bioethical crisis: geneticism and 
biological determinism. Beyond merely depriving individuals of employment opportunities, 
APGD fundamentally subjects individuals to social stratification based on their perceived 
“biological destiny”.24 This practice deeply implicates medical ethics and human dignity, thereby 
transcending the conventional boundaries of algorithmic fairness discourse.25 To better clarify the 
paradigm shift from GD to APGD, Table 1 compares their key differences in data sources, 
mechanisms, and legal implications.    

To sum up, although APGD shares certain features with traditional genetic discrimination 
and APD, it cannot be fully subsumed under either framework. Unlike traditional genetic 
discrimination, APGD does not depend on explicit genetic data; unlike APD, it concerns inferred 
biological vulnerabilities and prospective health risks rather than static sociological attributes. 
Therefore, APGD is a new form of discrimination in the AI era. Failure to recognize APGD as a 
distinct category leaves a profound form of discrimination unprotected by existing laws.   

A Summary of the Core Characteristics of APGD   

It is crucial to emphasize that APGD is a new form of discrimination in the AI era. It 
represents a hybrid and distorted evolution of both genetic discrimination and APD. APGD has 
three main core characteristics:    

(1) It is proxy-based. Even where the decision-making process does not directly collect 
or use genetic information, AI systems may still infer an individual’s underlying biological 
susceptibility from proxy data.26,27 Legally, this exposes a structural limitation. Because current 
regulations mainly focus on clearly defined sensitive data, such as genetic information. However, 
AI systems can rely on proxy data to infer similar risks, allowing discriminatory practices to 
bypass existing legal controls.   

(2) It is AI-driven. Once proxy data is collected, it is processed through AI systems as 
mediating mechanisms that generate probabilistic assessments of biological vulnerability and 
convert risk signals into preemptive adverse outcomes.28 Due to the inherent “black box” nature 
of AI systems, their decision-making processes are often insufficiently transparent, making it 
difficult for affected individuals to understand why they have been classified as high-risk, let alone 
to meet the evidentiary burden required to legally challenge such determinations.29    

(3) It is structural. This new discrimination rarely operates in isolation; instead, it 
readily interacts with preexisting disadvantages associated with poverty, illness, disability, or 
geography, and may reinforce and entrench social inequality through continuous data-driven 
feedback loops.30 It should be noted that APGD is still primarily applied in the fields of 
employment, insurance, and healthcare.   
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Table 1:  The Paradigm Shift from Traditional Genetic Discrimination to 
APGD  

Comparison  GD  APGD  

Data Source  
Physical biological samples, 
direct DNA sequencing  

EHR, digital behavioral trajectories, consumer 
data, zip codes, online searches.  

Mechanism  
Exclusion based on clear 
biological facts or diagnosed 
genetic traits.  

Complex mathematical probability inference 
and high-dimensional feature matching 
extracting proxy variables via machine 
learning (ML).  

Transparency  

High. Victims generally know 
they face exclusion due to 
submitting genetic or medical 
reports.  

Extremely low. Due to black-box algorithms 
and mathwashing, causal links are nearly 
impossible to prove.  

Legal  
Regulation  

Partially regulated. Covered by 
specific laws (e.g., GINA) or 
strict medical ethics guidelines.  

Legal vacuum. Current privacy and 
antidiscrimination frameworks struggle to 
address data-correlated predictive penal  

  

The Driving Forces Behind the Shift Toward APGD  

Capital’s Strategic Exploitation of the Gray Areas in Anti-Discrimination Law   

Laws have a strong deterrent effect.31 With the enactment of anti-discrimination laws 
exemplified by the U.S. GINA, employers and health insurers were expressly prohibited from 
directly obtaining and using individuals’ DNA sequences in hiring or underwriting decisions.32 
This strict regulation of “substantive biological data” significantly increased the legal risks and 
compliance costs associated with traditional genetic discrimination. In other words, the enactment 
of GINA reduced the risk of genetic discrimination to some extent and, in turn, helped alleviate 
public concerns in the United States about the misuse of genetic information. One empirical 
finding shows that prior to GINA’s enactment, approximately 26% of high-risk individuals refused 
to undergo genetic testing due to concerns about insurance denial or employer discrimination; by 
2013, five years after its implementation, this proportion had fallen to about 3.2%, indicating a 
significant downward trend.33   

However, the underlying drive of capital to minimize risk and maximize profit did not 
disappear.34 Given that APGD is predominantly deployed in commercial sectors such as 
employment, healthcare, and insurance, it is inextricably linked to the concept of commercial 
capital. Unless the inherent profit-driven logic of “minimizing risk and maximizing profit” 
changes, laws will only force capital’s discriminatory practices to mutate through technological 
upgrades. Consequently, these practices may cloak themselves in the guise of big data, becoming 
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increasingly insidious and slipping through existing legal loopholes. A clear example is GINA: 
although it regulates the acquisition and use of explicitly defined “genetic information,” its 
statutory definition does not clearly extend to proxy data that can be used by AI systems to infer 
genetic traits or biological risks.35 This displacement effect became the fundamental driver of 
technological evolution: Discrimination was not eliminated; rather, it was transformed into forms 
capable of evading existing regulation.   

Mathematical Cleansing: The Illusion of Objectivity   

APGD operates on the principle of “mathwashing”—a term popularized by data scientist 
Fred Benenson to describe the false assumption that mathematically grounded algorithms are 
inherently objective.36 In fact, because ML or AI models optimize solely for predictive accuracy 
without inherent moral constraints, they easily absorb the human biases and historical inequalities 
embedded within their training data. A stark example is Amazon’s scrapped AI recruiting tool: 
trained on 10 years of male-dominated tech industry resumes, the algorithm mathematically 
concluded that male candidates were preferable and automatically downgraded resumes 
containing the word “women”.37 This perfectly illustrates how AI can blindly automate historical 
discrimination. Therefore, this allows decision-making institutions to easily pass the buck to 
algorithms. They can dodge the accusation of discrimination by calling it data-driven business 
intelligence based on neutral data. This opacity leaves victims with little way of knowing whether 
they were denied services because an algorithm had effectively classified them as resembling a 
group associated with certain genetic defects.38   

Empirical Mapping: Proxy Data Entrenches Inequality Again   

The danger of proxy variables in medical and social sorting is vividly demonstrated by 
empirical studies. In a landmark 2019 study published in Science, researchers led by Ziad  
Obermeyer examined a commercial algorithm used to manage healthcare for millions of 
patients.39-40 The algorithm exhibited severe racial bias because it used “historical healthcare 
costs” as a convenient proxy for “future health needs”. Due to systemic inequalities and unequal 
access to care, Black patients historically incurred lower healthcare costs than White patients with 
the same level of actual illness. However, the algorithm falsely inferred that Black patients were 
healthier, cutting by more than half the number of Black patients identified as eligible for 
additional clinical support. This argument is not intended to claim that all proxy-based prediction 
produces APGD. Rather, it shows how proxy-based inference may create APGD-like risks when 
used in exclusionary decision-making without transparency, justification, or safeguards.   

 If this logic of algorithm proxy discrimination (APD) is mapped onto the framework of 
APGD, the implications become deeply troubling. Just as “healthcare costs” functioned as a 
flawed and biased proxy for “health needs,” algorithms can readily use variables such as gym 
attendance, dietary purchases, or zip codes as proxies for genetic vulnerability. In this way, APGD 
can quietly reproduce and entrench structural inequality, giving rise to a form of genetic redlining 
in the digital age.41   
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The Emerging Challenges Posed by APGD in the Chinese Social Context  

When evaluating the impact of Algorithmic Proxy Genetic Discrimination (APGD), one must 
recognize that emerging technologies often trigger ethical crises before they generate legal 
responses. It is precisely in the effort to address these ethical crises that the vulnerabilities of 
existing legal frameworks and the core challenge of governance become exposed.   

The Core Ethical Challenges of AI-Driven “New Discrimination”   

The Erosion of Fairness and Equality   

The erosion of fairness is most clearly reflected in the shift in allocation standards from equal 
evaluation based on actual ability to predictive screening based on future risk.42 Under a traditional 
conception of fairness, individuals should be assessed primarily on the basis of their present 
physical condition, actual capacity, or real conduct. However, APGD imposes a form of 
“algorithmic determinism.” Once proxy data is incorporated into ML or AI, individuals may be 
identified, categorized, and excluded in advance—even though no actual harm has occurred and 
no present incapacity can be shown. Fairness thus no longer consists in treating real individuals 
equally; instead, it is displaced by a technical logic of preventing uncertain future risks.43    

More importantly, during the training process, algorithmic models often absorb the biases 
and inequalities embedded in existing social data and reproduce stereotypical representations of 
certain groups as “high risk.”44 For example, if the training data come from an industry long 
dominated by men, the algorithm may learn the implicit bias that male candidates are better suited 
for technical positions. Even without directly using gender as a variable, the system may still rely 
on indirect signals—such as work experience, educational background, or patterns of word 
choice—to classify female applicants as a poorer fit. So, once members of particular families or 
regional populations are repeatedly identified as groups likely to generate high healthcare costs, 
these probabilistic judgments may gradually harden into institutionalized labels.45 Over time, 
algorithms may not only magnify existing social prejudice, but also further entrench structural 
inequality through feedback loops, leaving disadvantaged groups persistently marginalized.   

The Undermining of Informed Consent and Individual Autonomy   

In the course of algorithmic decision-making, AI systems may not rely on DNA data itself, 
but instead infer an individual’s future health risks by combining proxy data.46 Considering a 
frequently used app interface, as shown in Figure 1, users of shopping apps often consent to the 
collection of their “location data” and “shopping habits” in order to access delivery services or 
personalized product recommendations. In their perception, this merely involves exchanging 
relatively harmless data for convenience. However, within the opaque “black box” of algorithmic 
systems, AI conducts deep correlation and integrative analysis of these fragmented data points.47 
By aggregating records such as late-night purchases of high-sugar fast food and over-the-counter 
medications, together with behavioral patterns indicating a lack of outdoor activity, the system 
can, even without directly accessing blood samples or family medical history, generate highly 
accurate predictions regarding an individual’s future risk of cardiovascular diseases or diabetes.48   
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The core problem is that, even when individuals consent to the collection of certain types of 
data, such as location information or shopping habits, they often do not truly understand how those 
data may be combined and what they are used for. In this sense, what appears to be “consent” on 
the surface does not amount to real informed consent.  

 Figure 1: Example of APP-Associated Data49   

   

Predatory Marketing and Exploitation of Vulnerability   

While traditional precision marketing seeks to predict what consumers want, marketing 
driven by genetic inference directly targets what they fear. When algorithms leverage proxy data— 
such as purchasing habits, search histories, and geolocation—to infer an individual’s latent genetic 
traits or health risks, the fundamental nature of precision marketing undergoes a radical 
transformation.50 It ceases to be mere “product recommendation” and mutates into the targeted 
predation of human physiological and psychological vulnerabilities.   

Should an algorithm deduce that a consumer has a heightened risk for Alzheimer’s disease or 
a specific hereditary cancer, the marketing system may systematically bombard them with 
unproven, exorbitant health supplements, aggressive preventive medical interventions, or 
overpriced private health insurance. Trapped in a state of severe information asymmetry, 
consumers remain oblivious as to why they are targeted by such advertisements. Consequently, 
their health-related anxieties are subconsciously amplified, driving irrational consumption 
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decisions. From an ethical standpoint, this constitutes the covert exploitation of vulnerable 
populations—specifically, those rendered psychologically fragile by their potential disease risks.51   

  
Challenges to the Current Legal Landscape in China  

PIPL: Struggling to Keep Pace with AI-Driven Genetic Inference   

As discussed above, APGD gives rise to the effects of genetic discrimination. But in terms of 
anti-discrimination laws, China currently faces a legislative vacuum. Compared to the limited 
jurisdictional scope of the U.S. GINA, there remains a significant legislative lacuna in China’s 
legal system concerning dedicated regulations for bioethical discrimination.  Why has China yet 
to enact specific, direct legislation addressing bioethical discrimination? (1) The Personal 
Information Protection Law of the People’s Republic of China (PIPL) categorizes genetic 
information as “sensitive personal information,” mandating separate consent and the execution of 
a Personal Information Protection Impact Assessment.52 (2) The primary impetus behind the 
enactment of GINA in the U.S. stemmed from its highly commercialized health insurance market, 
where the public harbored profound concerns that genetic predispositions might lead to the loss 
of commercial coverage.53 In contrast, China implements a broad-based basic medical insurance 
system; an individual’s genetic information does not compromise their access to fundamental 
public healthcare.    

However, unlike the United States, China, much like the EU, tends to address these issues 
primarily through a data governance framework rather than an anti-discrimination framework.54 
In the context of mainland China’s civil law system, genetic data falls within the regulatory 
framework of the Personal Information Protection Law of the People’s Republic of China (PIPL). 
The PIPL, which came into force on November 1, 2021, is a comprehensive statute enacted to 
protect personal information rights and interests and to regulate personal information processing 
activities. Article 28 of the PIPL classifies information such as “biometric identification” and 
“medical health” information as sensitive personal information, and defines sensitive personal 
information as personal information that, once leaked or unlawfully used, is likely to result in 
harm to the dignity of natural persons or endanger their personal or property safety.55 Although 
Article 28 does not expressly list “genetic data” as an independent category, genetic data usually 
possesses biometric, medical health-related, and identity-identifying attributes. Therefore, as a 
matter of legal interpretation, it should be included within the protective scope of sensitive 
personal information.    

By the same logic, should non-genetic proxy data involved in APGD also be brought within 
the regulatory scope of the PIPL? If not, would such data fall outside the Personal Information 
Protection Law and therefore remain beyond its effective regulatory reach?   

On this basis, I identify a deficiency in the current framework concerning the legal 
consequences of anonymization. This concerns the legal consequences of anonymization. Under 
Article 73 of the Personal Information Protection Law, anonymization requires that personal 
information be processed in such a way that a specific natural person can no longer be identified 
and the information cannot be restored.56 Once data satisfies this standard of full anonymization, 
it is, in principle, removed from the scope of the PIPL. Yet this exclusion may create a regulatory 
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loophole. In China, when proxy data used for APGD is exploited by commercial actors, it will 
almost inevitably be processed in anonymized form. This raises a further question: what is the 
relationship between APGD proxy data and anonymized data?    

For a clearer illustration, Figure 2 shows the relationship between the two. Anonymized 
pharmaceutical purchase records provide a useful example of their overlap. In other words, this 
overlapping category may formally evade the regulatory logic of the PIPL’s anonymization rules, 
which are intended to create space for legitimate commercial innovation. However, despite the 
loss of direct identifiability, such data may still enable AI systems to infer biological vulnerabilities 
or future health risks, thereby generating the very discriminatory risks that APGD seeks to capture.   

  
  
Figure 2: The Set Relationship Between Anonymized Data and Proxy Data.  
(Source: Author’s own elaboration.)   

   

   

   

Fragmented Anti-Discrimination Rules: Inadequate Protection Against APGD   

As noted above, China does not have anti-discrimination legislation comparable to the 
U.S. GINA. Instead, anti-discrimination in China is mainly reflected in a fragmented set of 
constitutional principles, labor law provisions, PIPL rules, and sector-specific regulatory 
norms.   

However, traditional anti-discrimination rules generally rest on two assumptions: first, that 
the prohibited ground of discrimination can be identified; and second, that the unfair treatment is 
sufficiently visible to be proven. APGD challenges both assumptions.57 It operates through 
prediction, proxy variables, and opaque algorithmic processes, making it difficult to determine 
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precisely why a person has been disadvantaged or to establish the causal link required under 
traditional legal frameworks.   

  
Challenges to Social Governance  

 APGD as a Cross-Sectoral Governance Problem   

The new form of discrimination generated by APGD cannot be effectively governed through 
any single area of law. This is because APGD is not merely a privacy issue or a discrimination 
issue. Rather, it is a complex governance problem involving law, medicine, artificial intelligence, 
data governance, and public policy.58    

From a privacy-law perspective, APGD involves the collection, processing, and secondary 
use of health-related, behavioral, consumer, and lifestyle data. Yet privacy law alone is 
insufficient, because APGD often operates through proxy data rather than explicit genetic 
information. Such data may appear neutral or non-sensitive on its face, but it can still be used to 
infer biological vulnerability, disease predisposition, or future health risks.   

From an anti-discrimination and AI-governance perspective, APGD also challenges existing 
legal frameworks. Traditional anti-discrimination rules usually depend on the identification of a 
protected ground and a visible act of unequal treatment, while AI governance focuses on 
transparency, explainability, accountability, and contestability. APGD complicates both 
approaches because discriminatory effects may be produced through opaque algorithmic 
correlations, probabilistic predictions, and seemingly neutral variables. Therefore, APGD should 
be understood as a cross-sectoral governance challenge requiring coordination among personal 
information protection, anti-discrimination law, medical ethics, AI governance, consumer 
protection, insurance regulation, employment law, and public health policy.59    

  

Counterarguments: The Tension Between Governance and Innovation  

One possible objection to this article’s argument is that predictive risk assessment should not 
be regarded as inherently discriminatory. In fields such as healthcare, insurance, employment, and 
public administration, predictive models may serve legitimate functions. For example, risk 
prediction may help identify high-risk patients, optimize the allocation of medical resources, and 
support preventive medicine.60 Actuarial assessment in insurance has long been used to classify 
risk pools and maintain the sustainability of insurance systems. Predictive tools in public 
administration may also be used to detect fraud, anticipate public health risks, or improve the 
distribution of welfare resources.61 Therefore, the use of proxy variables and predictive analytics 
is not necessarily objectionable in itself.   

This objection is important because a complete prohibition on predictive risk assessment 
would be neither realistic nor desirable. In the age of artificial intelligence, predictive analytics 
has become an important driver of technological progress, institutional innovation, and business 
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development. If the law were to adopt a blanket prohibition, it might unduly suppress beneficial 
innovation, weaken incentives for enterprises to develop socially valuable AI applications, and 
reduce institutional capacity to respond to complex risks. Accordingly, the problem addressed by 
APGD should not be understood as a general rejection of prediction, risk assessment, or AI 
innovation.62 Rather, it concerns how to strike a balance between encouraging technological 
progress and preventing biological-risk inferences from being used for exclusionary or 
discriminatory treatment.   

It is precisely against this background that China has advocated “agile governance” in the 
development of AI.63 Agile governance itself is a common concept in international technology 
governance, digital governance, and AI governance. It emphasizes the use of flexible, dynamic, 
and adjustable regulatory approaches to respond to rapidly changing technological risks. China 
has incorporated this concept into its own AI governance framework and has recognized it as one 
of the principles of AI governance.64 Why, then, has China proposed or adopted agile governance? 
There are three main reasons. First, AI technology develops so rapidly that unified legislation may 
easily lag behind technological change. Second, China needs to balance development with security 
in AI governance. Third, AI-related risks are highly context-specific.   

The real legal problem arises when predictive assessment shifts from supportive intervention 
to exclusionary classification. The decisive issue is not whether prediction is used, but how it is 
used, for what purpose, and with what consequences. When inferred genetic or biological 
vulnerability is used to deny opportunities, impose additional burdens, or inflict other forms of 
unfair treatment without justification, proportionality, and substantive safeguards, heightened 
legal scrutiny should be triggered. By contrast, when prediction is used to provide support, 
improve prevention, or allocate assistance, it may be legally and ethically justified. The purpose 
of regulating APGD is therefore not to impede innovation, but to ensure that predictive 
technologies remain compatible with equality, dignity, and the individual’s right to an open future.   

   

Constructing a Well-Calibrated Regulatory Approach for 
APGD  

Controlling the Misuse of Proxy Variables at the Data Input Stage   

Although data such as EHRs, physical examination results, place of residence, occupation, 
and consumption patterns may not appear to constitute genetic data on their face, they can readily 
function as proxy variables in big-data and machine-learning systems for predicting an 
individual’s future risk of illness or biological vulnerability. Therefore, addressing APGD cannot 
be limited to asking whether an algorithm directly uses genetic test results. The central concern is 
that APGD may operate through algorithmic systems that infer an individual’s genetic risk without 
ever accessing genetic data itself.65   

This article argues that a “risk test” should be introduced at the upstream stage of proxy data 
processing. Even where certain data appear neutral and objective on their face, they should be 
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subject to regulatory scrutiny if their use in machine-learning or algorithmic systems may produce 
harmful or discriminatory outcomes.66 As shown in Figure 3, the central concern is not merely the 
nature of the data itself, but the risks generated by its computational use.   

It should nevertheless be emphasized that not all proxy data should be subject to blanket 
restrictions. An overly broad approach would risk overregulation, inhibit socially beneficial 
innovation, increase compliance costs, and undermine legal certainty. Accordingly, in high-risk 
sectors such as employment, insurance, and healthcare, the use of high-risk proxy variables should 
be subject to targeted restrictions, so as to prevent algorithms from engaging in genetic 
discrimination under the guise of “neutral” data.67   

Figure 3: Proxy Data Risk Test in AI and ML Systems   
(Source: Author’s own elaboration.)   

   

Strengthening Transparency and Auditing in Algorithmic Decision-Making   

The hidden nature of APGD lies in the fact that it does not always appear in the form of direct 
discrimination. Rather, it is often embedded in black-box models, statistical inferences, and 
seemingly neutral technical processes, through which adverse outcomes are packaged as objective 
computational results.68    

In this circumstance, a rational way to regulate this problem is to make sure that harmful 
decisions cannot be justified merely by saying that “the algorithm produced the result.” If an 
algorithm is used to deny a person an opportunity, service, or benefit, the decision-maker should 
be required to explain the main reasons behind the outcome, notify the individual that algorithmic 
tools were involved, and provide a meaningful opportunity to challenge the result and request 
human review. At the same time, regulation should not focus only on whether the input data were 
collected lawfully; it should also examine whether the final outcome is unfair or discriminatory in 
practice. In high-risk settings such as healthcare, insurance, and employment, algorithmic systems 
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should therefore be subject to record-keeping, risk assessment, and regular auditing, so that 
“objective computation” cannot become a shield for hidden discrimination.69    

An Outcome-Oriented Mechanism for Anti-Discrimination Liability and Rights Protection   

Regulating APGD requires more than examining whether data collection is lawful or whether 
algorithmic procedures are formally compliant. It also requires asking whether a decision, in 
substance, imposes adverse consequences on an individual.70 This argument has two layers. First, 
regulation cannot stop at the level of formal legality. Even if data collection, data processing, and 
algorithmic operation formally comply with existing legal requirements, this does not necessarily 
mean that the resulting decision is substantively fair. Second, the central issue is whether the 
outcome effectively excludes, disadvantages, or restricts individuals on the basis of inferred 
biological vulnerability.   

For this reason, individuals harmed by algorithmic decisions should not be left to passively 
accept the result. They should be granted a comprehensive set of procedural and remedial rights, 
including the right to be informed, the right to object, the right to explanation, the right to 
correction, and the right to an effective remedy. At the same time, the law should reduce the 
practical difficulty of proving algorithmic discrimination.71 One of the central problems in this 
area is that ordinary individuals cannot see inside the algorithmic black box. Therefore, the burden 
of proof should not rest entirely on the affected individual. Instead, the law should ease this burden 
through appropriate evidentiary and procedural mechanisms.72    

In Chinese tort law, this remedial framework may be supported by the doctrine of preventive 
liability. Article 1167 of the Civil Code provides that where a tortious act endangers another 
person’s personal or property safety, the affected person has the right to request the tortfeasor to 
assume tort liability, including cessation of infringement, removal of obstruction, and elimination 
of danger. This provision provides a useful doctrinal basis for addressing APGD.73 Where 
algorithmic systems create a substantial risk of discriminatory exclusion based on inferred 
biological vulnerability, the legal response should not wait until concrete damage has already 
occurred. Instead, preventive remedies should be available to stop, correct, or constrain high-risk 
algorithmic practices before they produce irreversible harm.   

  

Conclusion  

This article proposes a paradigmatic shift from traditional genetic discrimination to 
Algorithmic Proxy Genetic Discrimination (APGD). It argues that, in the AI era, discrimination 
may no longer depend on the direct use of genetic test results, family medical history, or explicit 
genetic data. Instead, algorithmic systems may rely on apparently neutral proxy variables— such 
as health records, consumer behavior, lifestyle data, or pharmaceutical purchasing patterns—to 
infer an individual’s future biological risks, thereby producing outcomes that are tantamount to 
genetic discrimination in effect. APGD therefore represents a new form of discrimination in the 
age of AI. However, it should not be understood merely as a subset of traditional genetic 
discrimination or algorithmic proxy discrimination. Rather, APGD occupies an intermediate and 
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distinctive position: it inherits the normative harm of genetic discrimination, but operates through 
the technical mechanism of proxy-based algorithmic inference.   

The analysis further shows that the emergence of APGD is not merely a product of artificial 
intelligence, but is also driven by deeper structural factors, including the logic of capital-driven 
profit seeking and the mechanism of “mathematical cleansing.” As an emerging phenomenon, 
APGD inevitably gives rise to a series of new challenges. At the legal level, it exposes regulatory 
gaps within China’s existing normative framework, because current rules on anti-discrimination 
law, privacy protection, and algorithmic governance cannot fully capture discrimination based on 
inferred biological risk. At the social level, APGD also raises the difficult question of how to 
construct multi-stakeholder governance while maintaining an appropriate balance between 
governance and innovation.   

In response, this article proposes a well-calibrated regulatory framework. First, at the data 
input stage, the misuse of proxy variables should be controlled through a risk-based classification 
model. Second, during the algorithmic decision-making process, transparency and auditing should 
be strengthened to prevent apparently neutral models from producing discriminatory outcomes. 
Third, at the remedial stage, an outcome-oriented mechanism for anti-discrimination liability and 
rights protection should be established. This mechanism focuses not only on whether data 
collection and algorithmic procedures are formally lawful, but also on whether the resulting 
decision imposes adverse consequences on individuals on the basis of inferred biological 
vulnerability. In Chinese law, this approach may also be supported by Article 1167 of the Civil 
Code, which provides a doctrinal basis for preventive tort liability where a tortious act endangers 
another person’s personal or property safety.   
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